Sniffle

Network Intrusion Detection System

Is all this really necessary?
Sniffle Server Software Setup Guide V1.0.2.0



Answer: Only if you want Sniffle to work. Otherwise, no.

Sniffle Server is a Windows service that runs quietly in the background on a
Windows 64-bit computer. Sniffle Server does not require a dedicated computer.
It can easily run on a general-purpose network computer.

Getting Started

Your Microsoft and your virus software are not going to be happy about installing
Sniffle. Also, your firewall might give you a hard time. You will need to
temporarily disable your virus software to install Sniffle. You will also need to
open ports 12155, 12156 and 12157 on your firewall.

Additionally, you will need to forward data received from the internet on port
12155 to the Sniffle server machine. (Port forwarding on your internet router)

Sniffle installs in the Windows\Sniffle directory. Sniffle Firewall in the
Windows\Sniffle Firewall directory. You need to convince your virus software to
ignore these directories.

WinPcap or Win10Pcap (for Windows 10) needs to be installed on the machine
prior to running the Sniffle setup program or Sniffle server. It is not required if
you are just running Sniffle Firewall. Itis included in the install zip file.

The Sniffle setup program must be run as an administrator.

Before you begin, you will need the following information

#1 Up to 6 email addresses that will receive exploit reports

#2 Setup information for an SMTP server (gmail or yahoo is fine)

#3 Device identifiers for up to 6 Android devices (Setup on the Sniffle app)
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Welcome to the Sniffle Setup Program

This program installs the software and sets up the enviornment
It allows you to register the software
You can setup the SMTP email server
It allows you to update, remove, stop or re-start the server
‘fou can set the email addresses for the reports and notifications

You can also register the smart phones that have access to the system

Of course, the license page is the most important part of the setup. It is advisable
that you read and understand the complete license. It may also be a good idea to
commit the more important passages to memory for later reflection.

Sniffle License
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PLEASE READ THIS SOFTWARE LICEMSE AGREEMENT CAREFULLY BEFORE "
DOWMLOADING OR USING THE SOFTWARE, BY CLICKING OM THE “T Agree”
BUTTOMN, OPENING THE PACKAGE,DOWNLOADING THE PRODUCT, OR USING THE
EQUIPMENT THAT CONTAINS THIS PRODUCT, YOU ARE COMSENTING TO BE

BOUND BY THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF
THIS AGREEMEMT, CLICK THE "Exit Setup” BUTTON AND THE INSTALLATION
PROCESS WILL NOT CONTINUE, RETURN THE PRODUCT TO THE PLACE OF
PURCHASE FOR A FULL REFUND, OR DO NOT DOWNLOAD THE PRODIUCT.

Single User License Grant: r2 Scentific and its suppliers grant to Customer
("Customer”) a nonexdusive and nontransferable license to use the r2 Sdentific
Software, software ("Software”) in object code form solely on a single central
processing unit owned or leased by Customer or otherwise embedded in
equipment provided by r2 Scentific.

Multiple-Users License Grant: r2 Scentific Software and its suppliers arant to
Customer ("Customer”) a nonexdusive and nontransferable license to use the r2
Scentific software ("Software”) in object code form: (i) installed in a single location

on a hard disk or other storage device of up to the number of computers owned or
leased by Customer for which Customer has paid a license fee ("Permitted Number

Cance




Sniffle self-registers. There is no need to change any information on this page.

Register the Server
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Register the Sniffle Server

{Required for enhanced operation)

Machine Identifier

| salNF +a-McSnYP-C49F05-Bkfin== |

Software Registration Key

| fErFiz-VdFa/a-bLXUR 3-Qf A== |

Sniffle sends exploit reports to you via email. You enter the recipients email
addresses here.

Ernail Reports
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Sniffle Repaorts Will be Sent to the Following Email Addresses

| myemail@gmail. com | |




To send email, Sniffle needs access to a SMTP server. If you use gmail as shown
below, Google we ask you to allow less secure programs.

Setup SMTP
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SMTP Email Server Setup
SMTP Server SMTP Login
| smtp.amail,com | | sniffle@5mail. com |
From Email Address SMTF Password
| sniffle @gmail. com | | SEEBERES |
SMTF Part
Back Mext

If you use a Yahoo email address, the settings would be:
SMTP Server — smtp.mail.yahoo
SMTP Port —465

You need to register the Android devices that have access to Sniffle. Hitting the
setup button on the sniffle app will show you the identifier for that device. Enter
it here.

Setup Mobile Access
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Setup Mobile Access

Enter the Device ID of the Android Device
(Found on the Setup Screen of the Android Device)

| 5a655e8booc 16eed | |

|
| eflfab9d0sacc07h | | |
|

| | |
Back Mext




Pick the exploits you wish to monitor. If you intend to using the Sniffle Firewall
option, you must enable “Update Windows Firewall On This Subnet” on this
screen and install Sniffle Firewall on each machine you wish to protect.

Exploits
1
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Exploits
Mo SYN A

Medusa HTTP Installed
Medusa HTTP Attack

Ched: For TOR. (The Onion Router) Activity
SQL Server Login Probe

Report SQL Login Outside (AC) Ascension Island
Report SQL Login Outside (AD) Andorra

Report SQL Login Outside (AE) United Arab Emirates
Report SQL Login Cutside (AF) Afghanistan

Report SQL Login Outside (AG) Antigua and Barbuda
Report SQL Login Outside (AI) Anguilla

Report SQL Login Outside (AL) Albania

Report SQL Login Outside (AM) Armenia

Report SQL Login Outside (AN) Metherlands Antilles
Report SQL Login Cutside (AQ) Angola

Report SQL Login Outside (AQ) Antarctica W

Select Al Select Mone Back Mext




Choose your network adapter.

Select Adapter
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Select Metwork Adapter

Targus Ethernet- 16'3 254 133.3

Intel(R) Dual Band Wireless-AC 3165-169, 254,75, 13

Microsoft Wi-Fi Direct Virtual Adapter-169, 254, 175.8
Microsoft Wi-Fi Direct Virtual Adapter #3-169, 254, 193,197
Bluetooth Device (Personal Area Metwork) £6-169, 254, 145,56
Software Loopback Interface 1-127.0.0.1




Here you can install or remove the server software, restart the server if it gets
confused (you can also do this from a registered Android device), and update the
Sniffle server software.

You can also install Sniffle Firewall which automatically adds a problem IP to
Windows Defender Firewall on every computer on your subnet. If you are just
installing Sniffle Firewall on a computer, there is no need to enter any of the other
setup information. Sniffle Firewall needs to be installed on every machine on
your subnet that you wish to protect including the machine running Sniffle. There
is no further setup required for Sniffle Firewall.

Select the option you wish to install and click Execute.

Install Sniffle
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Install Sniffle
() Create Sniffle Instance (Do First) () Un-install Sniffle
() Re-start Sniffle (Do After Changes) () Install Sniffle Firewall
() Update sniffle Future Use

9 Back Mext Execute




Now that wasn’t so bad, was it? Sniffle or Sniffle Firewall is now running. Enjoy!
All Done *
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Tada!




